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[ESCI1=Exit [ENTERI=Submit

3. 7RG

#E“Subnet Mask Address” (T-M&iHihl) | SAEH% <Enter> .
FEHIHEAS N TS b, 985+ <Enter> .

tel(R) Management Engine BIOS Extenzion vb6.H.3.H888-Intel(R) HE vE.B.8.1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserwved.

L 1

DHCP Hode

”IPU4 Hddress_

Default Eateuag Hddress
Preferred DN3 Address
Alternate DN5S Address
Previous Menu

Subnet mask (e.g. 255.255.255.

[ESCI1=Exit [ENTER1=Submit

R NINCPS: RS




W Default Gateway Address” (ZRIARISCHILE) | SR)EH# <Enter> 4,
TEHBHEARS Fp g A BRI b | S5 4% <Enter> 4.

tel(R) Management Engine BIOS Extenzion v6.H8.3.HBHBH8-Intel(R) ME v6.H.H.1142
Copyright(C) ZBH3-H9 Intel Corporation. All Rights Reserwved.

L 1
DHCF Mode

IPVU4 Address

Subnet Mask Address

Preferred DNS Address
Alternate DNS Address

Previous Menu

Default Gateway address

H.B8.8.8

[ESC1=Exit [ENTER1=Submit

5.5 DNS Hilit

¥ “Preferred DNS Address” (Ei% DNS #illt) | SA/51% <Enter=> .
EHHERE PN B DNS bk, SR/ <Enter> 4.

tel(R) Management Engine BIOS Extenzion vb6.H.3.H88B8-Intel(R) HE vE.B.8.1147
Copyright(C) ZB83-8B9 Intel Corporation. All Rights Reserwved.
L 1
DHCP Hode
IPU4 Address
Subnet Mask Address
Default Gateway Address

Alternate DNS Address
Previous Menu

Preferred IDMS address

[ESCI1=Exit [LENTERI=Submit




6.% 1 DNS Hbik

EiF“Alternate DNS Address” (% H DNS dtiflh) |, ZAF#% <Enter=> .
TEHHERE P45 ] DNS Hb, SXJ5EH% <Enter> 4.

tel(R) Management Engine BIOS Extenszion vb6.8.3.H888-Intel(R) HE vE.B.8.1147
Copyright(C) ZHBH3-B9 Intel Corporation. All Rights Reserved.

L 1

DHCP Hode

IPU4 Address

Subnet Mask Address

Default Gateway Address

Preferred DNH3 Address

Al sk
Previous

Alternate IDNS address

[ESCI1=Exit [ENTER1=Submit

7. b—gsEe

fE“Wired LAN IPv4 Configuration” (5% LAN IPv4 BlE) T, %EE“Previous Menu” (L—Z3EH) | A5 <Enter> .
“Wired LAN IPv4 Configuration” (5% LAN IPv4 BLE) SEHIG DI E“TCP/IP Settings” (TCP/IP #E) SEIH,

A4 LAN IPv6 il E

TE“TCP/IP Settings” (TCP/IP % HE) |, ##FE“Wired LAN IPv6 Configuration” (5% LAN IPv6 IiEE) , S5 <Enter> f#.
IR, “TCP/IP Settings” (TCP/IP X&) 4 A“Wired LAN IPv6 Configuration” (£%¢ LAN IPv6 H#) T,

Intel ME IPv6 il & st NS ENRIERSG = ZFMEXT 1Pve HilikY3hZS DNS 0, SRCE 14 1A FQDN.



tel(R) Management Engine BIOS Extension v6.8.3.H88B8-Intel(R) HE vE.B.8.1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.
L

i
Pr

sk
evious Menu

[ESCI1=Exit [T+1=5elect [ENTER1=-Access

Eq & Intel ME MRS ZE 1IPVe 210 MM DTICE LT IPv6 il

OO0 —/MEEeAH 3 ShidE Hht
OO0 =4 E shlid B8 4 Rtk
OO0 — 1 ERE DHCPv6 [tk
OO0 —MESECE R 1IPve ik

1.1Pv6 ik

E“Wired LAN IPv6 Configuration” (5% LAN IPv6 BiE) TikiF“IPv6 Feature Selection” (IPv6 IhfEiESF) | A% <Enter>
o,

] gEPk“Disabled” (T25H) |, AFH#% <Enter> 4. FIH[Z5H“IPv6 Feature Selection” (IPv6 LIfFEIERF) -



tel(R) Management Engine BIOS Extenzion vb6.8.3.H88HB8-Intel(R) ME v6. . H_ 1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.
L 1

IPUGE Feature Selection

Previous Menu

[ESC1=Exit [Tt41=5elect [ENTER1=-Access

[+«]1 DISABLED

[ 1 ENABLED

JAH: g Enabled” (TJEH) , AT <Enter> .
HIA] iS5 H“1Pv6 Feature Selection” (IPv6 DJREIESR) MIEFTE LB &

tel(R) Management Engine BIOS Extenszion v6.8.3.HHB8B8-Intel(R) HE vE.B.8.1147
Copyright(C) ZBH3-H9 Intel Corporation. All Rights Reserved.

L 1
- IPUG Feature Selection

IPUGE Interface ID Type

IPUG Address

IPUG Default Router

Preferred DNS IPUG Address
Alternate DNS IPUGE Address
Previous Menu

[ESCI=Exit [T41=5elect [ENTER1=-Access

2.1Pv6 #1 1D 257

fE“Wired LAN IPv6 Configuration” (% LAN IPv6 &) HikfF“1Pv6 Interface ID Type” (IPv6 #10 ID 28) | #J5

<Enter> .
IPVv6 IPV6 IPVv6 1D 64




HZhACE Y Mok PR AL i A I Y WSO —wRsr, #H RH W (% ) .

JHET 1A
“Random
ID” (FEHL |#&H RFC 3041 YT, (HHEEYLISS H 34K IPv6e B 0 ID. X 2INEE.
ID)

Intel ID |{fH MAC itk 5304 AL IPv6e # 11 1D,

Manual | - 555 1pve #2101 1D. PO, TR A RER E“Manual Interface

ID” (F3) . s
ID) ID” (F3#EO ID)

tel(R) Management Engine BIOS Extenszion v6.H.3.HH88B8-Intel(R) HE v6.B.8.1147
Copyright(C) ZB83-8B9 Intel Corporation. All Rights Reszerved.
1

IPUG Address

IPUG Default Router
Preferred DHNS IPUG Address
Alternate DNS IPUG Address
Previous Menu

[ESC1=Exit [T+1=5elect [ENTER1=Access

it L1
[L 1 Intel ID
[ 1 Manual ID

3.1Pv6 Hilik

fE“Wired LAN IPv6 Configuration” (5% LAN IPv6 IlE) TiEiF“1Pv6 Address” (IPv6 Hitlh) | A+ <Enter> 4,
B IPV6 BB, A% <Enter> 4.



tel(R) Management Engine BIOS Extenzion vb6.H.3.H8HB8-Intel(R) ME v6.A.H_ 1147
Copyright(C) ZBH3-B9 Intel Corporation. All Rights Reserved.

[ 1
IPUGE Feature 3election
IPUG Interface ID Type
IPUE Default Router

Preferred DHS IPUG Address
Alternate DNS IPUG Address
Previous Menu

IPUGE address (e.qg. ZBHA1:db8::14Z8:57ab or any other valid IPUG address)

[ESCI1=Exit [ENTER1=Submit

4.1Pv6 B ey

fE“Wired LAN IPv6 Configuration” (% LAN IPv6 i) TFikfZE“1Pv6 Default Router” (IPv6 BB HI#Y) |, #A51% <Enter>

e
A IPve BN AT, 251 <Enter> f.

tel(R) Management Engine BIOS Extension v6.8.3.8888-Intel(R) ME v6.8.8.1142
Copuright(C) 28B3-8B93 Intel Corporation. All Rights Reserwved.
[ 1
IPUG Feature Selection
IPVE Interface ID Type
IPUG Address

IPUG Default Router

Preferred DNS IPUGE Address
Alternate DNS IPUGE Address
Previous Menu

IPVUGE address (e.g. 2B881:db8::1428:57ab or any other valid IPVG address)

[ESCI1=Exit [ENTER]1=Submit




5.5t DNS 1Pv6 Hilit

fE“Wired LAN IPv6 Configuration” (‘5% LAN IPv6 L) Tiki¥“Preferred DNS IPv6 Address” (Ei% DNS IPv6 Hilb) | SA)51%
<Enter> f#,
BT DNS IPv6 M, SKfEH% <Enter> .

tel(R) Management Engine BIOS Extenzion vb6.8.3.H88B8-Intel(R) ME v6.B.H_1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reszerved.

L 1

IPUE Feature 3election

IPUE Interface ID Type

IPUG Address

IPUG Default Router

Alternate DHS IPUG Address

Previous Menu

IPUG address (e.g. ZHHA1:db8::14Z28:57ab or any other valid IPUG address)

[ESCI1=Exit [LENTER1=Submit

6.7/ DNS 1Pv6 Hili

f£“Wired LAN IPv6 Configuration” (4 LAN IPv6 FLE) T Alternate DNS IPv6 Address” (% /i DNS IPv6 Hith) |, A5+
<Enter> §#,
HEA#H] DNS IPv6 Hbililk, 2851 <Enter=> 4.



tel(R) Management Engine BIOS Extenzion vb6.H.3.H888B8-Intel(R) ME v6. . H_ 1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.
[ 1
IPUG Feature Selection
IPUG Interface ID Type
IPUG Address
IPUG Default Router
Preferred DH3 IPUG Address

Alternate DNS IPUGE Address

Previous Menu

IPUG address (e.qg. ZBHA1:db8::14Z8:57ab or any other valid IPUG address)

[ESCI1=Exit [ENTER1=Submit

7. b—gsEem

fE“Wired LAN IPv6 Configuration” (5% LAN IPv6 IlE) Ti&iF“Previous Menu”(L—Z3KH) | RETE <Enter> .
RIA A “Wired LAN IPv6 Configuration” (5% LAN IPv6 L&) ScidliE“TCP/IP Settings” (TCP/IP &) K,

T2k LAN IPv6 fit'E

TE“TCP/IP Settings” (TCP/IP & HE) HiEfE“Wireless LAN IPv6 Configuration” (JCZ LAN IPv6 i H) , SRJE1% <Enter= #.
BIFT M “TCP/IP Settings” (TCP/IP #%H) SEHEI#E “Wireless LAN IPv6 Configuration” (JcZi LAN IPv6 it E) 7.



tel(R) Management Engine BIOS Extension v6.8.3.H818-Intel(R) HE v6E.B.8.1161
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserwved.
[ 1

IPUE Feature Selection

IPUG Interface ID Type
Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER]1=Access

1.1Pv6 ThfEikss

fE“Wireless LAN IPv6 Configuration” (Jt4 LAN IPv6 fiE) TiE#F“IPv6 Feature Selection” (IPv6 HEEERE) , #AFT% <Enter>
.

tel(R) Management Engine BIOS Extension v6.8.3.8818-Intel(R) ME v6.8.8.1161
Copuright(C) £883-89 Intel Corporation. All Rights Reserved.
[ 1

IPUG Feature Selection

IPUE Interface ID Type
Previous Menu

[ESCI=Exit [t4+1=Select [ENTER]1=-Access

[ 1 DISABLED

[«]1 ENABLED

2.1Pv6 £ 1D 257




TE“Wired LAN IPv6 Configuration” (5% LAN IPv6 fiCi) Hik#E“1Pv6 Interface ID Type” (IPv6 #11 ID ) | %%
<Enter> f#.
HBWECE N 1Pve Mk R4, 1PV AR BN IPVv6 RIZUAS—H, B0 1D &8 85 (% 64 i) .

JHETH 15 HH
“Random
ID” (BENL |#%M8 RFC 3041 HHYUtHH, M-S ESIERK IPve #:0 ID. X EBINKE.
ID)

Intel ID |{fH MAC #bk 53045 IPv6e B0 ID.

I, | FAEE 1PV6 S 1D BRI, FIEAAIRI E Manual Interface
ID) ID” (F3hi%H 1D) -

tel(R) Management Engine BIOS Extension v6.H.3.H818-/Intel(R) HE v6E.B.8.1161
Copyright(C) ZBH3-B9 Intel Corporation. All Rights Reserved.
[ 1

IPUE Feature Selection

IPUG Interface ID Type

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER1=-Access

[ 1 Random 1IN

[#]1 Intel ID
[ 1 Manual ID

3. b —gsEe

TE“Wireless LAN IPv6 Configuration” (JGZk LAN IPv6 L&) TikiF“Previous Menu” (LE—Z:ER) | A)51% <Enter> 4.
Are] A “Wireless LAN IPv6 Configuration” (o4& LAN IPv6 it &) SEHIHZE“TCP/IP Settings” (TCP/IP i&HE) H,

HUF e & W 25477 1]

OO0 7£“Intel ME Platform Configuration” (Intel ME “F&ICE) KT, iEF“Unconfigure Network Access” (HUHECE M55
[, SXETE <Enter> §#.

Eq & MERESH Intel ME DIREIHIC ELRAS



Intel(R) Hanagement Engine BIOS Extension vbG.B8.1.H8863
Copyright(C) ZBA3-8B8 Intel Corporation. All Rights Reserved.
[ INTI 1

Intel(R) HE State Control

Change HME Password

Pas=sword Policy

Metwork Setup

Activate Hetwork Access

Unconf igure Network Access

Remote Setup And Configuration >
FH Update Settings [

[ESCI1=-Exit [ti1=Select [ENTER 1-Access

[Caution]
Resets network settings including network ACL=s
to factory defaults. System resets on HEBx exit.
Continue: (¥Y-sN)

OO0 ey () "R BuHicE .
OooObhooOooooOoboooobooOoooobooobooooOonooand

OO0 iEFE“Full Unprovisioning” (Z2&BUHTECE) , SA5EH% <Enter> .



Intel(R) Hanagement Engine BIOS Extension wb.B.1.8883
Copyright(C) Z28BA3-8B8 Intel Corporation. All Rights Reserved.
[ INTI . M ]

Intel(R) HE State Control

Change HME Password

Pas=sword Policy

Metwork Setup

Act ivate Hetwork Access

Remote Setup And Configuration >
FH Update Settings [

[ESCI1=Ex=it [TL1=Select [EMTER1-Access

Foll lpprovision

OO0 IEAEBGH TR E -

Intel(R) Hanagement Engine BIOS Extenzion wb.B.1.B8HH3

Copuright(C) Z2883-88 Intel Corporatiom. All Rights Reserved.
L 1

Intel(R) ME State Control

Change HME Password

Pas=sword Policy

Hetwork Setup

Activate Hetwork Access

Remote Setup And Configuration >
FH Update Settings [

[ESCI1=Exit [TL1=Select [ENTER1-Access

Full Unprovi=ion

Un—Provi=sion Intel(R) AMT in progress...

WEFE IR E AL &

fE“Intel ME Platform Configuration” (Intel ME “F&HECE) SRR T, & “Automated Remote Setup and Configuration” (H3liz
TIXEMALE) , A5t <Enter> 4.

HIAT M “Intel ME Platform Configuration (Intel ME “-&H &) 3B YI#HZE“Automated Remote Setup and Configuration” (H#hizfEik
ERE) T,




tel(R) Management Engine BIOS Extenzion vb6.8.3.H888B8-Intel(R) ME v6. . H_ 1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.
[

1
Current Provisioning Hode

Provisioning Record

RCFG >
Provisioning Server I[PU4-IPUG
Provisioning Server FOIDN

TL3 P3K >

TL3S PKI >
Previous Menu

[ESCI1=Exit [Tt41=5elect [ENTER1=-Access

“Current Provisioning Mode” (47 TiAl EEE)

fE“Automated Setup and Configuration” (HZNZEMEE) TikF“Current Provisioning Mode” (4uIFICE M) |, 1%
<Enter> f#.
“Current Provisioning Mode” (4RIl ERN) — B8 4RTATAC TLS #i5{: None (&) -« PKI B PSK.

Intel(R) Management Engine BIOS Exten=zion v6.H.1.88H3
Copuright(C) ZBB3-HB8 Intel Corporation. All Rights Reserved.
L 1

Current Provisioning Mode
Provisioning Record

RCFG >
Provisioning Server IP
Provizsioning Server FODN
TLS PSE -

TLS PKI (2
Previous Menu

[ESCI1=Exit [TL1=Select [ENTER1=Access

Provisioning Mode: PEI




“Provisioning Record” (Tt & i)

fE“Automated Setup and Configuration” (HZNEEMEE) T, &% “Provisioning Record” (Tl EIC%) AFH#% <Enter> .,

“Provisioning Record” (Tl EitH%) - T8 REMTHEE PSK/PKI T3R5 HE. 05HR AR AZEdE, W Intel MEBXx £ Rn—

fi“Provision Record not present” (Tl BiCFEAFAE) -

Intel(R) Hanagement Engine BIDS Extenszion v6.8.1.8883
Copyright(C) 2883-8B8 Intel Corporation.
L

[ESCI=Exit

All Rights Reserved.
1

Current Provisioning Mode

Provisioning Record

RCFG -

Provisioning Server IP

Provisioning Server FODH

TLS PSE -

TLS PKI -

Previous Menu

[t41=Select [ENTER 1-Access

Provision Record is not present

IR T A %E, N“Provisioning Record” (Filit &it) £ B WMEE:

mode” (TLS Fifid
B

eI Al
“TLS
provisioning BIR RSB “None” (FE) + PSK 5k PKI.

“Provisioning
IP” (TLE 1P)

BEEMACE MR ST 41 1P it

“Date of
Provision” (Filid

BRI

BORTAECE A H RIS A, HA% L A“MM/DD/YYYY at HH:MM” (MM/DD/YYYY BfJA]: HH:MM)

DNS

FREPATIEREEERT, Intel MEBx 27 BRI E“PKI DNS Suffix” (PKI DNS J5%%) . {HN 0 £/~
MATCE DNS 5%, BEFSMkliT DHCP &I 15, iG55 E R 5 a0 % A 5l ) FQDN
BTN, fHA 1 M RTACE DNS JF4, 1 HEHSHER S0 P miEBH 1) DNS 43 IGHE .

“Host Initiated” (EFUEZN) — BoRBEMEELSREEE CHENEE: “No” () FonEMEELTRE
AW EIEEIN; “Yes” (&) FRKEMB BN B ENEIIN (L PKI)

“Hash Data” (&
GIEER)

TR 40 MERFATIEREGIESYE (L PKI)

“Hash
Algorithm” (H%1
{HEE)

i HIMEZRR . HAT, (08 SHAL. (L PKI) »

WERHGMER LR E BN, NER Yes” (&) o WEREGVREARI NS0 S, N

IsDefault RENo” () (L PKI) o
FQDN HEF 48 R B B R 545 1 FQDN (L PK1)

“Serial

EE, W



Number” (7% |32 fFfFH, RORIEBMUA A3 BCH) 515
)

“Time Validity
Pass” (ARUWE |FRIEHESCHEE ARG .
i)

RCFG

fE“Intel Automated Remote Setup and Configuration” (Intel HZZRXEMLE) X8 T, % RCFG, A% <Enter> .
“Intel Automated Remote Setup and Configuration” (Intel HZTfEEMACE) XKD 2 “Intel Remote Configuration” (Intel
EREACE) Ti.

tel(R) Management Engine BIOS Extenzion vb6.8.3.H8888-Intel(R) ME v6.B.H._1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reszerved.
L 1

Start Configuration

Previous Menu

[ESC1=Exit [T4+1=5elect [ENTER1=-Access

TR E

fE“Intel Remote Configuration” (Intel JZfEfCE) EH T, #E#F“Start Configuration” (FFIRHLE) , AF1% <Enter> .,
IR A IE“Remote Configuration” GEREACE) , WIASHTIZFER E.
TIE (55h) “Remote Configuration” (GERERCE) |, HEF“Y” () -



tel(R) Management Engine BIOS Extenszion v6.8.3.H88B8-Intel(R) HE vE.B.8.1147
Copyright(C) ZBB3-8B9 Intel Corporation. All Rights Reserved.
L 1
Start Configuration
Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER]1=-Access

[Caution]
This will activate Remote Configuration.
Continue: (¥sN)

E—geREs

E“Intel Remote Configuration” (Intel iZfEEIE) EH T, #EFE“Previous Menu” (L—Z3EH) | REIE <Enter> .,

“Intel Remote Configuration” (Intel JTRACE) ST 2 “Intel Automated Setup and Configuration” (Intel |5zl EMALE)
Tlo

~

T B K 5545 1PvA/ZIPV6

E“Intel Automated Remote Setup and Configuration” (Intel BZZEfE K EFMECE) KB K, % “Provisioning Server
IPv4/IPVv6” (TIRCEM 7% IPV4A/IPV6) |, XG4 <Enter= i

OO0 SEATIRCE MR S5 as ol , 28514 <Enter> .



tel(R) Management Engine BIOS Extenzion vb6.H8.3.H8888-Intel(R) ME v6.B.H_ 1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserwved.
[ 1
Current Provisioning Hode
Provizioning Record
RCFG >
Provisioning Server FOIDN
TL3S P3K >
TL3S PKI >
Previous Menu

Provisioning server address

[ESC1=Exit [ENTER]1=Submit
OO0 #AWRCE RS 4 15, SAE1E <Enter> .,

Intel AMT TRELE AR 5535 1936 11524 (O - 65535). BLiAuGI15 4 9971,

tel(R) Management Engine BIOS Extenzion v6.H8.3.HHH8-Intel(R) ME v6.H.H.1142
Copuright(C) ZBB3-H9 Intel Corporation. All Rights Reserwved.
[

1
Current Provisioning Mode
Provisioning Record
RCFG 8
Provizioning Server FODN
TLS PSE &
TLS PKI 8
Previous Menu

Port number (B-65535)

[ESC]1=Exit [EMTERI1=Submit
T & k554 FQDN

fE“Intel Automated Remote Setup and Configuration” (Intel HZEfEREMIE) 4N, ¥F“Provisioning Server
FQDN” (TilldEli%5 4% FQDN) , #AJ51% <Enter> §t.




HATRCE RS54+ (1 FQDN, #8514 <Enter> .

Intel(R) Management Engine BIOS Extenszion vw6.H.1.8883
1=Exit [ENTER1=Submits Reserved.
L 1—IL
Current Provisioning Mode
Provisioning Record
RCFG -
Provisioning Server IP
TLS PSE [
TLS PKI -
Previous Menu

Enter FODN of provisioning server

HEF A L TRACE R 55250 FODN (fX PKI1) o Xt AMT £1%F PSK Fil PKI [R) & 26 P M SR AL A IR 45+ Y FODN .

TLS PSK

E“Intel Automated Remote Setup and Configuration” (Intel BaliZBE X EMELE) 3EHE T, & TLS PSK, AF1% <Enter> .
“Intel Automated Remote Setup and Configuration” (Intel HZEfEEMNCE) KA ZE“Intel TLS PSK Configuration” (Intel
TLS PSK Mig®) T,

T3S T TLS PSK B IREIEE



Intel(R) Management Engine BIOS Extension vwb.B.1.8HH3
may cause Intel(R) AMT partial wnprovisionon. HAll Rights Reserved.
L 1

Set PID and PPS ¢

Delete PID and PPS ==
Previous Menu

[ESCI1=Exit [TL1=Select [ENTER1-Access

WHE PID 1 PPS

fE“Intel TLS PSK Configuration” (Intel TLS PSK i) 3¢ K, 1kf¥“Set PID and PPS” (% PID Ml PPS) , #/51% <Enter>
i

BN PID, #KEH <Enter> 4.

A PPS, #AFT% <Enter= 4.

Intel(R) Hanagement Engine BIOS Extenzion wb6.B8.1.8HH3
[ENTER1=Submit=s Reserved.
L 1 L
Delete PID and PPS ==
Previous HMenu

Enter PID (e.qg. ABCD-1234)

IR EEE AL T“In-process” (IEFESET) KA, NHEE PID/PPS & SEGHBUMTIICE . M LAER LM A PID M1 PPS. (#1140




PID: 1234-ABCD; PPS: 1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD)

. {E5*0000-0000-0000-0000-0000-0000-0000-0000" 1] PPS FHALif ik B BERAS . WHRMEIZE, N B B
N“Not-started” (KJE3h) PR,

ks PID 1 PPS

7E“Intel TLS PSK Configuration” (Intel TLS PSK i) XH T, i&iF“Delete PID and PPS” (Ml PID 1 PPS) , #AJ5#% <Enter>
g,
EIRT 2 MBRTFAELE Intel ME 2487 PID 1 PPS. MR ATEA KA PID 1 PPS, M Intel MEBx 4R FI4ERTH A

ZHER PID 1 PPS 5 H | dikfE«Y” (&) , HNLEE“N" (&) »

Intel(R) Hanagement Engine BIOS Extenzion wb.B.1.B8HH3
may cause Intel(R) AMT partial wnprovisionon. HAll Rights Reserved.
L 1
Set PID and PPS »e
Delete PID and PP5S ==
Previous Menu

[ESCI1=Exit [TL1=Select [ENTER1-Access

[Cauntionl]
Thi=s will delete the PID and PPS entries.
Continue: (Y-N)

g

“Intel TLS PSK Configuration” (Intel TLS PSK F(&) X T, % “Previous Menu” (L—2C%5%) | A1 <Enter=> 4.
“Intel TLS PSK Configuration” (Intel TLS PSK Ft'E) SEHEPI# %2 “Intel Automated Setup and Configuration” (Intel H zhi%E fIfiC
) T

TLS PKI

fE“Intel Automated Setup and Configuration” (Intel HalZBERIECE) FXHT, %EF TLS PKI, 5% <Enter> £,
“Intel Automated Remote Setup and Configuration” (Intel HZZfRIFEMIIE) EHE D) Z“Intel Remote Configuration” (Intel
RACE) T,

R E

fE“Intel Remote Configuration” (Intel JZFENIE) XM T, %k “Remote Configuration” (GERENE) , AF% <Enter> .
IR BRI E RS20 T In-process” (IEFESEIT) RAS, NS /2 H“Remote Configuration” (GERERCE) &SI BUHETINIE




ST Uil

“Disabled” (E |“Remote Configuration” (GZfEME) B25H. {{“Remote
) Configuration” (GZREEE) Fl“Previous Menu” (L—ZC¢EH) THT M.

“Enabled” (T
IELED)

“Remote Configuration” (GZREACE) BEH, it bba BrnHALT R

2. E<Disabled” (B28H]) , SAE1E <Enter> 4.
TG %EE<“Enabled” (BJEH) , AFH#% <Enter> 4,

Intel(R) Management Engine BIOS Extension vE.H.1.H883
may cause Intel(R) AMT partial unprovisionon. All Rights Reserved.
L 1
PEKI DNS Suffix
Manage Hashes
Previous Menu

[ESCI1=Exit [TL1=Select [ENTER1-Access

PKI DNS 5%

fE“Intel Remote Configuration” (Intel JZREECE) SKHET, #EHF“PKI DNS Suffix” (PKI DNS J5%%) , %A /F1#% <Enter> §f#.
HA PKI DNS 5%, AJ51% <Enter> 4.



Intel(R) Management Engine BIOS Extension vwb.B.1.8HH3
[ENTER1=Submit=s Reserwved.

L 1 L

Remote Configuration =

Manage Hashes

Previous Menu

Enter PEKI DNS Suffix

EHESIME

fE“Intel Remote Configuration” (Intel IEfACE) SR T, EHF“Manage Hashes” (BHFIHE) , AF% <Enter> .

Intel(R) Management Engine BIOS Extension vE.H.1.8883
[INS1=Add [DEL1=Del [+1=Active [ENTER1=Viewd.
[ 1 L

Remote Configuration o<

PEI DNS Suffix

Manage Hashes

Previous Menu

Hash Mame Active Default
eriSign Class 3 Primaruy CA-G1

VeriSign Class 3 Primary CA-G3

Go Daddy Class 2 CA

Comodo AAA CA

Starfield Clas=s £ CA

CIRTR, HHCE RGP EIE, FERBEMEATR WESPRSTERARES . IR AL PACLESEMTHIIE, Intel MEBx W2 2R 71 5#




L ]
Remote Configuration EnahlesDisahle =
Manage Certificate Hashes

Set FQDN

Set PKI DHE Suffix

Return to Previous Menu

[ESCI=Exit [ti1=Select [ENTER]1=Access

There were no hashes detected in the system.
Do vou want to add a hash? (Y¥Y/H>

Bl&“Yes” (&) , RGHIEBIERBINE. HSHESCHH T —T5.
“Manage Certificate Hash” (HIEHHAIE) Seaseft T2 Mg, A TEREPEHEYIE. £ Manage Certificate Hash” (#31
IEBHAIE) Seipd, DUMEARL:

i il
;;scape" (<ESC=> MEEER
<Insert> IF1] SR GE A B AE ) A TS LS
<Delete> ## MR AR G 24 i1k E HIE S ALSIE
<+> i Y AT E B B E R T BRES
<Enter> ## IR Y HTIEE FIEHEGMER EAE R

IRINE I H (H

fE“Manage Certificate Hash” (BHLEFRMINIE) h L% <lnsert=> #)5, A% BRI hER:



Intel (R) MHanagement Engine BIOS Extenzion vS.H.H.HHHEE
Copyright(C) £ZBB3-BY Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration EnablesDizsable

Manage Certificate Hashes
set FUODH

Set PKI DNS Suffix

Return to Previous Menu

Enter Hash Hame

[ESC1=Exit [ENTER1=Submnit

FRIERNETRHINE: BAABIIES (RS 32 MFF) « 1% <Enter> )5, RZHRRER A ILEHHIME.
OooOoOonhooOoooonn

IEBBAMER SR OFF SHA-1, 8 20 F79; 5T SHA-2, o8 32 F1) o Al EMKBIHARIE, TN RSES L
7R“Invalid Hash Certificate Entered - Try Again” (Mt AEFIMEIER R - BEFHWA) FE. % <Enter> #)5, RESIIRERER
FUEMTE SRS



Intel (R) MHanagement Engine BIOS Extenzion v5.H.H.HHHE
Copyright(C) £ZBB3-BY Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration EnablesDisable =

Manage Certificate Hashes
set FUODH

Set PKI DNS Suffix

Return to Previous Menu

C

Set this hash certificate as active? [(Y/N)

[ESCI1=Exit [ENTER1=Submit
T LR E B8 BB EL N LA R RS

o “Yes” (i) — KERIBIMAEIRIC AT
o “No” () — KERHIIEIME] EPS, HIFALTIRIRE.

ilERseZIkEE

fE“Manage Certificate Hash” (BHLEPRHFIIE) iHi Li% <Delete= /5, RFESERLT A
ﬁ W TOEMERIE A“Default” (BRIN) AYIEBEAE.



Intel (R) Management Engine BIOS Extenzion vS.H.H.HHHE
Copyright(C) £ZBHB3-B? Intel Corporation. All Rights Reserved.
[ MHAIN HMENU 1
Remote Configuration EnablesDizsable ==
Manage Certificate Hashes
Set FUDH
Set PKI DNS Suffix
Return to Previous Menu

Hazh Hane Active Defaunlt
VeriSign Class 3 Primary CA-G1 [=] [=]
VeriSign Class 3 Primary CA-G3 [=] []
Go Da
Conmod
Starf Delete thi=s certificate hash? (Y-H)
name

[ESCI1=Exit [INS 1=Add [DEL1=Del [+1=Active [ENTER1=Uieu

IR TS VM BRI E BIE A LS IEL

o “Yes” (/&) — Intel MEBx [f) [El {4 A % M Bde e B B IV TH B
e “NO” (f7) — Intel MEBx A& MBREEMHFIE, FFiRFE“Remote Configuration” (GEFENCE)

R EARES

fE“Manage Certificate Hash” (FEIERHGIE) bkt bi% <+>

r

L 1
Remote Configuration Enabhle-Disahle ==
Manage Certificate Hashes

Set FGQDH

Set PKI DHS Suffix

Return to D'revious Menu

Hazh Mame Default
Hashl [ 1

Change the active state of thils hash? Y-HY

[ESC1=Exit LINS1=Add [DEL1=Del [+1=Active [ENTER]1=View

[E“Yes” (&) , ¥ HHLERIEBHIVEIHON TSRS KRS MERE AT EIRE, FoRal 4 PSK Tl BN a] (8 FZ A IME
AU IE

f£“Manage Certificate Hash” (5HUERHINME) L% <Enter=> 5, RAS R




Intel (R) Hanagement Engine BIDS Extenzion v5.H.H.HHAH
Copyright(C) £ZBB3-B7 Intel Corporation. All Rights Reserved.
[ | ' 1
Remote Configuration EnablesDisable =

Manage Certificate Hashes
Set FUODHN

Set PKI DNHS Suffix

Return to Previous Menu

Hash Hame: WUerilign Class 3 Primary CA-G1
Hash Data: 742C-319Z2-EGA7-E474-ER45-4954-ZBE1-BBC5-3E61-74EZ
Default: [+]
Active: L[]
Hash
VeriSign Class 3 Primary CA-G1
VeriSign Class 3 Primary CA-G3
Go Daddy Class £ CA
Comodo AAA CAH
Starfield Class 2 CAH

[ESC1=Exit [INS1=Add [DEL1=Del [+1=Active [ENTER1=Vieu

ARG A RoR i E RIE BRI ERN ERER, Hrhads:

o HIBIMASTR
o EFHOIEEDE
o TEIIFIBRICIRES

2ok

fE“Intel Remote Configuration” (Intel IZfEECE) KT, EEFE“Previous Menu” (L—Z3¢H) | SAET% <Enter> 4.
“Intel Remote Configuration” (Intel JZfEAIE) EHEGDIHEE “Intel Automated Setup and Configuration” (Intel B % BRI E)
Tl

~

FW ik E

fE“Intel ME Platform Configuration” (Intel ME ‘& &) BT, EF“FW Update Settings” (FW E#HKE) , AF% <Enter>
i,
“Intel ME Platform Configuration” (Intel ME “F-5i% &) EHIGY# £ “FW Update Settings” (FW HH1XHE) i,



Intel(R) Management Engine BIOS Extenszion vw6.B.1.88H3
Copuright(C) Z883-8H8 Intel Corporatiom. HAll Rights Reserved.
L 1

Local FH Update

Secure FH Update
Previous Menu

[ESCI1=Exit [TL1=Select [ENTER1-Access

A FW T

fE“FW Update Settings” (FW H#Hi%E) T, % “Local FW Update” (Al FW ¥3) | 5 <Enter> .

Intel(R) Hanagement Engine BIOS Extension vG6.8.1.8883
Copuright(C) 2883-8B8 Intel Corporation. All Rights Reserved.
L 1

Local FH Update

Secure FH Update
Previous Menu

[ESCI1=Exit [T41=58elect [EHTER1=Acces=s

[=1 DISABLED

[ 1 ENABLED

Hid“Intel ME Firmware Local Update” (Intel ME [BEI{FAHBEH) |, P AT SR FakBE - B B i T AR K S B . 168 “Enabled” (25
M) WS, 1T & AMEREES AH Intel Management Engine (Intel & HE5[48) FLmai A e 4B, Intel ME [#{,

TR T A Tl [ PR R R JE R A A B P AR, (R, — HARMIEFSE, Intel ME [ {#F5t4 B 2014 i & 1% i Disabled” (E45H) o W&
HEATAM B, RIS A“Enabled” (EEH)




A FW HE T

E“FW Update Settings” (FW BEHRE) KH [, Wk “Secure FW Update” (%4 FW H3) , 5% <Enter> .

Intel(R) Management Engine BIDS Extenzion vwb.8.1_ 8HA3
Copuright(C) Z8A3-H8 Intel Corporation. All Rights Reserved.
L ' 1

Local FH Update

Secure FH Update

Previous Menu

[ESCI1=E=xit [T41=5elect [EHTER l1=lcces=s

[ 1 DISABLED

[=1 ENABLED

PRI P A Bk A & A [ BT “Secure Firmware Update” (4[5 37) DhRERR A FE DU 7 AR . ISR AR AL 3 51
AR, Tk R
JaFl“Secure Firmware Update” (Z&REHEH) IhREE, 1T SR HERAZ S EEHE 4. 7HEd LMS WK 5 558 20 4 [

g

TE“FW Update Settings” (FW HH%E) 8T, i&FE“Previous Menu” (L—Z3E%) | 5% <Enter= {#.
“FW Update Settings” (FW FHi%E) 3Hd# 2 “Intel ME Platform Configuration” (Intel ME “F&1CE) T,

WHE PRTC

“Intel ME Platform Configuration” (Intel ME “FEHCE) BT, #®FE“Set PRC” (IXE PRC) , A1 <Enter> .



Intel(R) Management Engine BIDS Exten=zion vb6.8.1.H883
[iENTERI-Submits Reserwved.

L 1 L

Change ME Password

Pas=sword Policy

NHetwork Setup

Activate Hetwork Access

Unconf igure Network Access

Remote Setup And Configuration

FH Update Settings

Set PRIC

Enter PRTIC in GMTC(UTC) format(YY¥YY:MM:DD:HH:MM:35)

HREHPTEE N 2004 F1 H 1 HZE 2021 F1 H 4 H. %% PRTC HAFHTERH (G3) IR FHAEEE PRTC.
28 GMT (UTC) #X“YYYY:MM:DD:HH:MM:SS” (4: H: H: Bf: 43 #) 8 A PRTC, 5% <Enter> 4.

HEL I

TE“Intel ME Platform Configuration” (Intel ME “F-&ICE) ST, iEFE“Power Control” (HIFER]) , 5% <Enter> 4.
“Intel ME Platform Configuration” (Intel ME “F&HiCE) SHIEDHZE “Intel Power Control” (Intel HJE ) T,

tel(R) Management Engine BIOS Extenzion v6.H8.3.HBHH8-Intel(R) ME v6.8.8.1142
Copuright(C) ZBB3-H9 Intel Corporation. All Rights Reserwved.
[ 1

Intel(R) ME ON in Host Sleep States

Idle Timeout
Previous Menu

[ESC1=Exnit [t41=5elect [ENTER]1=Access




HTESFREIRZ &> F1 EUP LOT6 LS, WAERFIEEHNGIRAS FEH] Intel ME. “Intel ME Power Control” (Intel ME HLiE#al) SE8an] T A
& Intel ME V& _E5 HIRA CHISENS

FEFHEICIRA NI E Intel ME

1E“Intel ME Power Control” (Intel ME BJEfZER]) 8T, %8 “Intel ME ON in Host Sleep States” (fEFHUREILRA TR Intel
ME) , AF1% <Enter> .

Intel(R) Management Engine BIOS Extension w6.H.1.HHB3
Copyright(C) Z2883-B8 Intel Corporation. All Rights Reserved.
L 1

Intel(R) ME ON in Host Sleep States

Previous Menu

[ESCI1=E=it [T41=5elect [EHTER 1=lNcces=s

i=1 Besktop: BN in 3H

[ 1 Desktop: OM in SB, ME Hake in 53, 54-5

W I L IRZE S e E AT T Intel ME. TI{EH FITC 5% FPT &2 BRI HE 54 .
B S B B T AR AN 25 40 8 ) 1R IO e P 0 T WA HL VR AL

NEREIR T BRI REA(E .
Wi Intel ME WoL, HIEEINE, Intel ME & E{RF: M-off IR3s, BEEAWLKIES ME. RAEKIETILH LG, Intel ME #P1#:%] MO
B M3ORES, I EE LRI T &M AER RN . &%8] Intel ME 1Y ping fir&-th4{# Intel ME %] MO B{ M3 R7S.

Intel ME 75—/ NBH[E] A BEM M-off IRZESTIHE] MO 8k M3 RZS. FEILHRIE], Intel AMT B ASXHMET Intel ME @2 EH KMo Intel ME
B MO 2l M3 IREJE, REEA N Intel ME & 1EH V.

HL 2 1 2
(o] It It
sS3 *x F/ME WolL
S4/S5 *x FF/ME WolL

WP “Power Policy” (FEJESERG) |, SREH <Enter> 4.

ﬂ H HBREETHEERES, R4 HIII#E“Power Package 27 (HIF4 2) - Ait, f/EAEIT WebUI. EHIEH] 4G5 MEBx
AR RS -

25 PRI

fE“Intel ME Power Control menu” (Intel ME BRI SR, iEF“1dle Time Out” (ZRER) , AFTH% <Enter> .



tel(R) Management Engine BIOS Extension v6.8.3.H888-/Intel(R) HE vE.B.8.1147
Copyright(C) ZBB3-8B9 Intel Corporation. All Rights Reserved.
]

} HE ON in Host Sleep States

EET

UGN

=

ious Menu

Timeout Value (1-65534)

[ESCI1=Exit [ENTERI=Submit

ZIRE T A H“Intel ME Wake” (Intel ME Mifif) 35 X Intel ME £ M3 IRZS FHIZSIRERET . 15 LA B0 i N iZ1{E. Z{EZER Intel ME
ARy M-off JRZSZHT, I M3 RS H AR 25 R AT SRS 7]

E4 i 1R intel ME 4T MO RES, NIALH M-off R,

g

TE“Intel ME Platform Configuration” (Intel ME “F&ACE) EH T, iEfF“Previous Menu” (LE—4CER) | A1 <Enter> .
“Intel ME Power Control” (Intel ME HIE#EH]) SEHEDI#ZE “Intel ME Platform Configuration” (Intel ME ‘F&HIE) T,

T ORTUE RO Intel H.

i ] [ 3 B
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AMT Fil'E

AR E Intel® Management Engine (ME) WIRE/E, SAERCE Intel AMT BT EH 51 S LSS IE TH0 2451 5. M Management
Engine BIOS Extension (MEBx) E3EHiikE“Intel AMT configuration” (Intel AMT Bl&) . A~ nl I hRekl & B
Intel AMT ZHEERYTHEAL, DASCHF Intel AMT EEDIRE

ﬂ W BEEN MG ARIENH BB ARARIE A AT #%, i TCP/IP. DHCP. VLAN. IDE. DNS. T-M##&fE. BRAMETHE L. XX
ATEIATREREHAS B T A ST TE S

E7R“Intel AMT Configuration” (Intel AMT [it&) T HEAATD FIHHEERT o

o HEFIMEINREREE
o SOL/IDER
- m El‘ f‘ }ﬂffé\'ﬁ%
= SOL
n HEREE
. —ZER
o KVM [ii'#
KVM ThEEREE
H HEALA
MUERE T B e HIEAA
g
o fl)ﬁzf\i

“Intel AMT Configuration” (Intel AMT Fg&) TUREALS N4 A 7 ) e B e

A FE T REIE R

fE“Main Menu” (FE32H) HikPE“Intel AMT Configuration” (Intel AMT B(E) , A5 <Enter= #. “Main Menu” () K7
% “Intel AMT Configuration” (Intel AMT &) T,

E“Intel AMT Configuration” (Intel AMT &) SEHH%EFE “Manageability Feature Selection” (R FIEINAEIESR) |, K%
<Enter> f##,

tel(R) Management Engine BIOS Extenszion v6.8.3.HBB8-Intel(R) MHE v6.8.8.1142
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.
[ 1

Manageability Feature Selection

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER1=Access

[+«] DISABLED

[ 1 ENABLED




JAd H“Manageability Feature Selection” (FIEHEMEIIREESE) 5, ¥ 2/R“ME manageability feature” (ME FIEHEMEIIRE) SKH. %
Ftdisabled” (CZEAH) FIAAE AU EEINRE.

SOL/IDER

fE“Intel AMT Configuration” (Intel AMT [t&) TUH (BJ5H Intel AMT) i%# SOL/IDER, %A% <Enter= 4,
“Intel AMT Configuration” (Intel AMT Al &) TUKPI#:2“SOL/IDER” 1.

i P 4RI

{E“SOL/IDER” T Hik# % “Username and Password” (I &%) | REH# <Enter> # .

tel(R) Management Engine BIOS Extenszion w6.8.3.HHB3-Intel(R) HE v6.8.8.1142
Copuright(C) ZBH3-H9 Intel Corporation. All Rights Reserved.
[ 1

FUsernane & Passuord

S0L

IDER

Redirection Mode

Previous Menu

[ESC1=Exnit [t+1=Select [ENTER1=Access

LD ISABLED

[=]1 ENABLED

IR AL T SOL/IDER 2 G A 480, RAEH Kerberos™, NMINCK LRI E A“DISABLED” (B28H) |, il Kerberos &
FUEAEIE. IR A Kerberos, N IT & H R %&F/E SOL/IDER 216 5 FHEEE A A P 45 56 31E

T il
“Enabled” (BJ2/H) Ji F“Username and Password” (/&%)
“Disabled” (B2:H) #H“Username and Password” (A7 &F1% )

SOL

E“SOL/IDER” TT %% SOL, #RJG1% <Enter= ##.



tel(R) Management Engine BIOS Extenzion v6.8.3.HBB8-Intel(R) MHE v6.8.8.1142
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.
[ 1
Username & Password
IDER
Redirection Hode
Previous Menu

[ESC1=Exit [T4]1=5elect [ENTER1=Access

[=]1 ENABLED

Wi SOL, Al Intel AMT EFRAYE P asia bl S M A BB E E I S E FR S- 25 hla (R E AL T SOL) » RiZRGA ST
SOL, MITE: e iz

T i
“Enabled” (EJGH) soL B H
“Disabled” (B24H) SOL BE2%H.

Eq & 2599 soL AaiMirizine, FUZBLILFEHZRE.

IDER

TE“SOL/IDER” TUHERE“ IDER™, #AJEH <Enter=> i,



tel(R) Management Engine BIOS Extenzion vb6.8.3.H8888-Intel(R) HE v6. B.H._1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reszerved.
[ 1
Username & Password
SOL
Redirection Hode
Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=-Access

[=]1 ENABLED

il IDE-R, Intel AMT & H % 7 3 ] phy A8 PR Az ] (i AR WL BOdEA T 5 1 e SRS P RGEASSCHF IDE-R, WTEEE S5 i AH

I T
“Enabled” (EGH) IDER T /EH
“Disabled” (B24H) IDER BV2EH].

B it 59U IDER FRMBRLIAE, FUZKLLGE e

HEE

TE“SOL/IDER” T k% “Redirection Mode” (EE A=) |, #AF#% <Enter> f#.



tel(R) Management Engine BIOS Extension v6.8.3.H888-/Intel(R) HE vE.B.8.1147
Copyright(C) ZBB3-8B9 Intel Corporation. All Rights Reserved.

L ]

Username & Password

SOL

Preu1uus Henu

[ESC1=Exit [T41=Select [ENTER 1=Access

T 1 ENABLED

@ﬂiwmemMmmmee(Lﬁ%fﬂhﬁ),T&ﬁéEﬂ%Iﬁﬁﬁ MEREE A, WA FF AR &N, & #T
TFTF AR A0 o I BUET X S BT 22 A L (ki I & A SMB &S . FoNIH SMB #461E (Intel AMT 6.0 Z BIINHA)
ANICRFTH B E MG D DIRE, Ar AR ELEE - Intel MEBX” 30T 34T FFH & M3 o

Werp RS, SRR R LU E B

tel(R) Management Engine BIOS Extension v6.8.3.8888-Intel(R) ME v6.8.8.1137
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.

L 1

Username & Password

S0L

IDER

Redirection Hode

Previous Henu

[ESCI1=Exit [T41=5elect [ENTER1=-Access

Redirection Mode must be enabled when using
a legacy SHB Redirection Console

“Disabled” (

S5 e % M“Legacy redirection Mode” (fFFEE ML)  (BRIA)




“Enabled” (B |/i/ Intel MEBx HIEEEIMLUS, ¥ O ELAFFT RS . X520 H ) SMB B ff
IENiiD) PG [H (Intel AMT 6.0 ZHETHIMRA) SMB 1516 & 77 Bz s s DT TF B 8 6T o
kg

TE“SOL/IDER” TTH#%EFE“Previous Menu” (L—Z:% ) | A5 <Enter> f#.
“SOL/IDER” TUK-HJ#t 2 “Intel AMT Configuration” (Intel AMT i) 7.

KVM Al &

fE“Intel AMT Configuration” (Intel AMT &) TUHIEE“KVM Configuration” (KVM it®) |, 5% <Enter=> £,
“Intel AMT Configuration” (Intel AMT BCE) TU#PI#:ZE“KVM Configuration” (KVM ECE) 1.

KVM IhREERE

FE“IKVM Configuration” (IKVM fii'#) TTHEFE“KVM Feature Selection” (KVM INfEiE#E) , AE1% <Enter> 4.
g

Intel(R) Management Engine BIOS Extension w6.H.1.8883
Copuright(C) 2Z2883-8B8 Intel Corporation. HAll Rights Reserved.
L i 1

FUN Feature Seiecitiom

User Opt—in

Opt—in Configurable from remote IT
Previous Menu

[ESCI1=Exit [T11=Select [ENMTER I1=-Access

L 1 DISRELED

[=1 ENABLED

Uil Wi
“Disabled” (Z25/) ] KVM YJRE
“Enabled” (BJ2/H) A KVM e

Eq & 290 KM RLMBRZIIRE, mbURA AR RIS TR KVM.

MR BEEmRA

TE“IKVM Configuration” (IKVM Bt&) T “User Opt-in” (AP HEMA) , 2)5i% <Enter=> 4.




Irtel(R) Hanagement Engine BIOS Extenszion vb.8.1.8883
Copyrighti(C) Z2883-88 Intel Corporation. HAll Rights Reserved.
L oni ' 1

BUHM Feature Selection
Opt—in Configurable from remote IT
Previous Menu

[ESCI1=-Exit [T+1=Select [ENTERI-Access

i=] llser Cop==nt i= nut reguired Ffor KON ses=ion
L 1 User Consent i= required for EUM Session

A LR IR T :
“Local User Consent is not required for remote establishment of KVM session” (JCHISA /B = R a e 28 7, KVM £51)
“Local User Consent is required for remote establishment of KVM session” (WS A 1 E A W, KVM £51)

MIZERE 1T Be'E 3 A

FE“IKVM Configuration” (IKVM fiE) TTHi%#F“Opt-in Configurable from remote 1T” (MUZEE IT BEBEMA) |, K5
<Enter> .,

Intel(R) Hanagement Engine BIOS Exten=zion vb.B.1.8883
Copuright(C) £2883-88 Intel Corporation. All Rights Reserved.
L onfig 1
KEUH Feature Selection
User Opt-—in
Opt=in Confiignrable (roe remote I
Previous Menu

[ESCI1=Exit [T4+1=Select [ENTER I-Access

i=] Disable FEeote Comrpl of FUN Opt-in Policy
[ 1 Enable Remote Control of EUM Opt—In Policy




g Wil

“Disable Remote Control of KVM Opt-in IZRTHAR |F R FH %P “User OPT-IN Policy” (JHF E A
Policy” (ZF] KVM H A SRR MR i) SRME) o AFMRES T A A AT DA E E A SRR o

“Enable Remote Control of KVM Opt-in FeFERE A i User OPT-IN Policy” (FI/"BIEMASK
Policy” (JAH KVM B EINASRRE TR i) &) o

gk

TE“KVM Configuration” (KVM IitE) TH#EF“Previous Menu” (L—23E8H) | 5T <Enter= ##.
“KVM Configuration” (KVM &) TU4PI#:ZE“Intel AMT Configuration” (Intel AMT &) Tl

B2k

TE“Intel AMT Configuration” (Intel AMT &) TUHEF“Previous Menu” ((L—Z385) |, A% <Enter> ##.
“Intel AMT Configuration” (Intel AMT E&) TUEPIHE“Main Menu” (F3EH) T,

" ORTUR RO R Intel $#6
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1 [A] H 53¢ DU

Intel® Pegng:ny

Intel® Fast Call for help (Intel® HudiFFIIFEED) £ —5in T VPro SKU [HfE. W5 VPro RGMTAFIMELE 24, T Intel Pk igny
B W B A s s RSB . AR AT BIOS JH 3 Intel PLsFEIYF BdEse, WA W fEME RGN, nlE i #a/ 4 (<Ctrli><h>) >k
JABENZEE . R <F12> 4, SAJRIER“Fast Call for Help” (PLEPFIYFHE)) .

Eq o OO T EER OB REREN SHRHZIIREEIL T, A AT %6

FNIRIERZE LAY Intel PEMFINES, VPro RGEAME Jt:

mmim PRI oall]
OO0 R s i
OO0 R4 EATRI A (MPS)

TG

T Intel PJUEMFIFEE), REVALE TIIRCERTS . WRAZLFTEN VPro, WA Intel TREFEIHI . WIRAFILF: Intel
Standard Manageability, WJCH3: /8 Intel PLsiEny ).

OO0 530 Intel P FEI TS B2 AT, A FERESRIM . Z8ErLE Intel AMT HiE RA RGN T AT F . @i 1SV M TR Al H:
T E

OO0 jEsh Intel Pl MFIYHEE B Z 7, DUCAIEEREERRNIS . P CHECE BIOS JGaiFI g, [HAE BIOS JEsh#s BhIFn 2 5, 7
EHEEA A, BIOS WA E AT IE 80 Intel Lt i nu 35 Bl 1 Hui o

OO0 MRS BRI IR & 2R AR S Intel Pl REnYF B, 45 B IR 45207 F DMZ X8k,

WRUEFTASAE, REMNAED) Intel P FFILHER) o

A3 Intel BRIz

TBEEZIGEE, A =ML EE) Intel PUdEFFIYHREI 215 X =F5kE:

o f£ Dell JHzhht# LIk <Ctrl><h> i,
o 1E Dell JHBIPFHEE1% <F12> 830k IED| GoKe.
o EBEEJE— RN Intel Fast Call for Help” (Intel B FFIYFEBL) A5
o M Windows RZH3:
OO0 /530 Intel AMT EFAERR/ BT Intel Management Security Status” (Intel &2 2EFIRE)
000 Ui Intel AMT I+
OO0 #“Remote Connectivity” (GEFfEES) HEH, Bl “Connect” (ZE#) -

* ORTUEE B Intel #7245
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ME W E
T TP E TUA T Intel® Management Engine BIOS Extension (MEBXx) fJ¥kiAi% & .
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HARDWARE
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Welcome

Welcome 1o Dell Client Manager Standard, This hardware management Solution 188 you manage your Dell
Procision workstations, Opliflex deskiops and Latilude nobebooks froam a rem cle managemen console
anagement cap abiifies for cedtain oldar madeds as well as Dell Inspiron notebooks and Dimension
dasiiops are Bmited 1o discovery only. Sea the Product Guide for a complels list of suppoarted modals.

Dall Client Manager Standard incledes 2 90 day license. If the license is allewed to expira, inventory funclions
will cease funclioning. To obtain a free, wnlimited Boanse you must register vour product Gnoe you have
pltained your wnlimited Beans you will need 1o install it Click hire 1o install 3 licénss

Getting Started

Quck Start Tasks. If you've abready installed the Alfiris management framework - Altins Hobification Sarver
plus management agents on Me systems you wish o manage - you are ready 1o enable hardware
management on your qualified Dell clien? systerns Dy following the Bnks in the Enable Hardwars
Management section al B top of Bhe guick start tagk menu, on the et

Clicking arny ok on the quick Stam Lask meny opens M Larget Lask, policy, o néport in this window, Click the
Vigw Rapodt biion an any of the five hardware management task pages 1o leam Me status of the task
Please nofe hal, depending upon your Nodfication Servar configuralion seftings and ather factors, these
rapodts may take some time to begin retwming data the first ime you enable the policy or task that is being
rapostad on

First Time Setup. I youve just instaBed Allins MoSicalion Seroer Tor the firgt Seme, thare 308 & Tiw thangs pou
naed o do first bafore you can padanm Dell Client Manager tasks. Links to thess tasks are found under the
(Gefmng Started section of tha quick siart task manuw. Also, depending upon your enviranment and
management preferences. you may want to consider adjusting some Noffication Server configuralion
options o betier Suit your naeds.

Laan mofre...
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<1 altiris console

& B Alert Standacd Foemat Gatting Started
# ] Colechors
& [ Corfiguration
B B Intel® ANT Gettng Started
8 [ Secton 1. Provisioning
& ] Bese Prenesioning {(without TLS)
@l Step 1 Confiqure B0S
{ifs S3=p 2. Descover Capabities
0} 5:e0 3. veew Intei @ AMT Caoable Computers
@] 5ie0 4 Create Profie
@] S0 5. Gererste Security KEyE
@] Step 8. Configure Automatic Profle Assgnments
@] Sen 7. Montor Prowisioning Process
) 5iep 6. Moniter Profie Assigrents
& [ Erwdis Sty (TLS)
# [0 Section 2. Irtel B AMT Tasks
& [ Aeports
B [ Tass

Eanmtas, =

= & My Pavorites
B Altris Conscle Home

pitirinbox. o oot = TRVEROVADMInisbator

DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Resolved "ProvissonServer” 1P
Resolved Intel@® SC5 IP:
Inteks AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System

il

T o g L

g4 BoR ProvisionServer & Intel SCS K IP #ihit.



w5 Inbernel B3 =

[ c ﬁ,:, J mmmwmwumwwaMWMmmmj ]E] @]L-m Search

X3 S Akris Console 6.5
<1 altiris console

& B Alert Standacd Foemat Gatting Started
# ] Colechors
& [ Corfiguration
B B Intel® ANT Gettng Started
8 [ Secton 1. Provisioning
& ] Bese Prenesioning {(without TLS)
5 St 1. Confiqure B0S
ffs S3=p 2. Descover Capabities
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

TH#—:'
Resolved "ProvisionServer” 1P: 192.168.20.10
Resolved Intel® SCS 1P: 192,168.20.10
Inteks AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.
Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP

requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its ewn.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System

il
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OO0 i%&F“Step 2.Discovery Capabilities” (3 2. #IIHRE) -
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@] S0 5. Gererste Security KEyE
@] Step 8. Configure Automatic Profle Assgnments
4] 5%ep 7. Montor Prowisioning Process
) 5iep 6. Moniter Profie Assigrents
& [ Erwdis Sty (TLS)
# [0 Section 2. Irtel B AMT Tasks
& [ Aeports
B [ Tass

P o
= & My Pavorites
B Altris Conscle Home

DNS Confi guratmn

[DNS) Sarvar, The DNS must have information for two antities:
= The computer running Intel® SCS5 Server must be registered in the DNS
+ A configured, operational Intal® AMT device must be registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domain, the DNS will altemnate bebween the servers. If there are mulbple SCS

instances or the server platform has a different name, then CNAME records nesd to be
added to tha DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel®) SCS Server.

Tﬁ#—:l
Resolved "ProvisionServer” IP: 192.168.20.10
Ressclved Intel® SCS 1P: 192.168.20.10
Inteks AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.
Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT dewvice s not a secure DNS client and it relkes on the host 05
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP

requasts and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
providad by the DHCP to the host OS5 a8 its awn.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

1000 KikiZkE LA “Enabled” (BFEH)
i “Apply” (FH])

Intﬂ[@ AMT davice satup and mnﬁgurahnrl mmn-es tha presance l:rfa Domam Name System

il

T TS et
. & N“Disabled” (BZE]) ,

[Fiowe = 2
Nk “Disabled” (T2EH) sHUMEIENE, SAFH
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o» altiris console

Home View HManage Tools Reports Configure  Help =

L%
= 3 outof Band Management

pHirabos repro docal = TRYVSADN Adminrbator

Out of Band Discovery

: g Alert Standaed Farsat Getting Sterled | & Erabl [cumendy srabie) ||
E g:ﬂm:m‘m Siwrted ﬂarne g
= - Gateng : e _
8 [ Section &, Provisioring (Description:  Detects Out of Band capability of cient system.
= ] Basic Provisoning (wiShout TLS)
2] 5iep 1 Configune DNE Package name: Out of Band Discovery Package
&4 Swmp 2 Discaver Capabines Program name: |Out of Band Discovery Program = |
B3 seep 3. view Tntel T AMT Capable Comoutars
@ Sten 4 Create Profie ¥ Enable Verbose Reporting of Status Events
@] 5ien 5. Genersbe Secunty Keys - ) 5 :
all 32-bit Windows XP Computers, Al 64-bit Windows Vista
) 556 Confguns Autometc Profie Assgrments | | Appis to collactions: = o e it &
-'] S%ep 7. Monitor Frovisioning Process A e £
@) 5t 5. Monitor Profle Asuignments | Package Multicast: | Disable download via multicast
i [ Emanie Seeurity (TL5)
# O] Secton 2. Intel® AMT Tasks Schadufing Options
& 3 Reports T Manisal ¥ Run once ASAP
B O Task i Scheduled I” Schedula:  No schedule has been defined
= Only nen at schedulsd ome
7 Fun =5 soon a5 possibla sfter the schediled tme
W User Can Run
I” Nobfy user when the task s available
™ Wam bafore running
Faworites - E C,m:.t | X3 The Agent installation task has basn saved succasshully
= 3 My Favortes
1 Ahwis Conecle Home
Dore. T T T G ntenet [ = 7

1000 i#F“Step 3.View Intel AMT Capable Computers” (% 3. &H H% Intel AMT IWREMIITEANL) -



7 Altirts Console 5.5 - Windoss Intermet Esipilorer

Llslx
Bg

m > [ ekt isben. v boclfRkis | Corole ekt aspei Coraoleudm 3 sa8b7-250b-47ad-6166- ezt 4aate 0 Vewadmr =] | 1| % | [lve o

G 4 #jakiis Console 6.5 I I B -6 - & - e Grok-
<1 altiris conscle T e  ——— - SRl e
| Heme View Hanage Tools Reports Configure Help >
Al z
S B3 Outof tand Managament Out of Band Discovery
& B Alert Standacd Foemat Gatting Started | |
O Clechere ||7 Enable (currently enabled) |i
B [ Configuraton | Hame: Dut of Band Discovery
65N LU AT Seina | Description:  Detects Out of Band of dient
5 [ Sacton 1, Prenish } g : capability system.
& ] Bese Pronesioning (vithout TLS)
#] 5t 1L Configure DS | Backage name: Out of Band Discovery Package
i Stp 2 Discover Capablves | Program name: |Out of Band Discovery Program j
B} S0 3. view Inbel @ AMT Caoable Computers -
@ Ste0 4. Creste Profie ¥ Enable Verbose Reporting of Status Events
@] S5m0 5. Genarabe Sacurity Keys L :
; All 32-bit Windows XP Computers, All 64-bit Windows Vista
R Sten & Configure Automatc Profie Assgrments | | Applies to collections: o0l HSoR %mp:s Vet COmpatars .. &
@] Step 7. Monitor Provisioning Process bk b ;
) Seep B Monitor Frofie Assrments Package Multicast: [ Dizaple download via multicast
i@ [ Eradis Seaurity (TL5) |
# (0] Section 2. Intel® AMT Tasks | Scheduling Options
& [ Reperts " Manual W Run once ASAP
& ] Tagks = Scheduled | I” Schedule: Mo schedule has been dafined
& Only run at scheduled time
€ Hun as soon as possible after the scheduled tme
F User Can Run
I Notify user when the task is available
I™ Warm bafore running
Favorites - Cancel | JaTha Agent installabion task has been saved successfully
= [E My Favoribes
B Altris Conscle Home
Done. UL R B A~ R =2

Wz A B Intel AMT ZURERYTH LA R TR N



21 altiris console
Home View HManage Tools Reports Configure  Help =

il —
= 3 outof Band Management
H 53 alert Standard Farsat Getling Starbed

B O Cobactirs 'All Intel® AMT Capable Computers

@ 1 Corfiguration |.m o in tois ool =ra Intel® AT cacable.
B B3 el AMT Gateng Started Last Updeted:  6/37/2007 11:03i23 AM
= O Sectien 1, Pronisioring !E} This collection has no members.

= O] Basic Prevsmoning (veShout TLS)

W@ 5tep 1 Configure RS
& 5Siep 3. Descover Capabilibes
B '5iep 3. view Tnbel® AMT Capabio Comguibers
@) 50 4 Create Profls
@] 5ien 5. Genersie Secunty Keys
Wl 50 6. Configuns Automatic Profls Assignments
%] 5een 7. Morvtor Frovisoning Process
@) 5%e0 5. Monitor Profie Assigneents
[ Eranie Saeusity (115)
# O] Secton 2. Intel® AMT Tasks
& [ Aeports
& O Tasks

= [ My Favortes
§ Ay Conscle Home

1000 %#F“Step 4.Create Profile” (ZF 4. GBS ) ©

T T e

R
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3

il

® B et Standard Forsat Gatbrg Staried
i O] Colechons
& [ Corfiguration
B B Intel® ANT Gettng Started
2 O Saction 1. Provisioning
B [ Basie Prencsioning (without TLS)
@] 5o L Configure DI
& Swmp 2 Descover Capabiities
0§ 'step 3. view Intei® AMT Caoable Computers
@) 5ie0 4 Creats Profls
@] S0 5 Gerersts Security KEyE

@] Step 8. Configure Automatic Profle Assgnments

4] 5%ep 7. Montor Prowisioning Process
W] S0 5. Monitor Frofie Assgneants
@ [ Eranis Seawmty (TLS)
# (2] Secton 2. Irtel® AMT Tasks
& [ Aeports
B ] Tesks

|AII Intal@ AMT Capable Computers

Niw:..' in this tolleticn are Intel® AMT cacable.
wmak Updated:  @27/200T7 1100311 AM

(%) This collection has no members.

ot

= & My Pavorites
B Altris Conscle Home

1000 i+ SANE A BCE S
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G0 EAE T)arke Conscle 65 I |
R

"1 altiris console

Heme View HManage Tools Reports Configure  Help >

Y
4 o

'1!"‘:;

Eaks I

= B3 Dut of Band Management
£ B Alert Siandard Format Gettrg Starbed
# ] Colechors
®E 1 Configraton
= B Intel® AMT Gatong Started
5 [ Section 1. Provisining
= ] Base Prenesioning (without TLS)
@ Step 1 Confgure BrS
&% Step 2. Descover Capabines
01 50 3 vaew Intel T AMT Cagabie Compubers
4T Simp 4, Creste Profie
@) Steo 5. Genarabe Sacurily Keye
@] Step 8. Configure Automabc Profie Assgnments |
@] Step 7. Monitor Frovsionng Process
2] Siep &, Monitor Frofie Assigeents
# [ Erinie Sesuity (TLS)
M ) Secton 2. Iriel @ AMT Tasks
# ] Reports
B ] Tesks

Favorites |
= (& My Pavontes
B altris Console Home

Manage Profiles

|}-:'rl..l!|I|:IIZI |F‘r1|1|||: Marmae |LZI|:'-r||:I|.':i .”I.".iI:rIFJr.II'IrI

Done

[T T T T Oyl interme:

T

fE“General” (FH#L) IEWR L, S ATMEMEIE AR, UEIH A IG5 G P] 3E EARE S LA Tk gEd . ik
rF“manual”

| General | Network | TLS | AcL | Power Policy |

(F3h) FUkZH I .

tion Service Profile < altiris

General

Profile name: [defauit_2

Profile description:

Default profile = |
. |

Kerberos
Max clock tolerance:

|5 minutes

Administrator Credentials
|Eapn

User nama:
Intel® AMT 2.0 password:
* Random craation

" Manual:
Pascword rll--ll-olo-lrulilolvu"l
l_'I'n":I: [:?-_'-:'.'.l'_.;':l [IIII'I.II.I.I'I'II'

Intel® AMT 1.0 password:

L'l."ll'l‘ll'll-l'.‘

[ o« ]

cancel |

bt [akirisho_trvpro Joc s Altris COBSC [Edk PrafileDl. sspx Pactionmadd

IR Inkernat ]




“Network” (M%) &Rt 7 AT 8 H ping . VLAN. WebUI. Serial over LAN (LAN _EHi4T) M IDE
Redirection (FENIFAAREEM) AL WRFHRE Intel AMT, NHEFTFE MEBx HH i XLk E

) Altiris Console -- Webpage Dialog
=

2 | it Fadtietsbeee. brvpen, local Akt OOESC IE@ ProfileDin, aspacton=add

Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | Metwaork | TLS | AcL| Power Policy |

General

[+ Enable ping response
VLAN

™ Use vLAN

Enabled Interfaces
™ web U
¥ Serial ovar LAN
 IDE redirection

CK | cancel |

I Inkernat ] 5

hittp: fakirishox trvpro.doc sl fOOBSC IR Profile D), sopaction=sdd

fEE“TLS” (fFfE%4) wIRrlJHH TLS. WREHH, WIATREAEIENIM (CA) IRFSH4. CA FHA. CA R IR
FEA SR M S o

2} Altiris Console -- Webpage Dialog

B | bt akirisboo. brvpeo, ko al PARirks fOOESC TEGR ProfileDig, aspod actioneadd

Ljx

Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | Network [ TLS | ACL | Power Policy |

ns
I se TLS

Confiqure the Profile Certificates

A |
|F||r-='l|.l!|-\.-_- j

ok |  cancel |

bt akrishio_trvpre Jec sl Albrie OOBSC [EtPrafileDly, ssp Tactionmsdd IR Inkernat e
“ACL” (Uil flF13) EW-R T H T A C5Z B & SO SR A P, DU B DA E SCH 5 TR ARR -




) Altiris Console -- Webpage Dialog I
=

& hiktpe) Takirisboix. brvpeo, localiAkinis [ QOESCTEGRFrofileDlg, asp action=add
O altiris

Configure Intel® AMT Setup & Configuration Service Profile

| General | Metwork | TLS | AcL | Power Policy |

View and Configure the Profile ACL

User |Access Permission |Fe

[ aaa | iste | et |

ok | _ cancel |

GHM | &

ikt [ il brovpr oo sl Altires A OOBSC fEdik ProfilaDig, aspuc? actionsadd

“Power Policy” (HJFHNE) ERIT-R&E N Intel AMT EFEERINS E“1dle Timeout” (ZWHA) FENET. Akl

FEMERE, BUUIGLOH = NBIIEEN 0.

A\ i “Power Policy” (FIRSENG) E0R IS EXT H AN TR SRR 2 4.0 RHEFATEE

L=

! Altiris Console -~ Webpage Dialog
& | hittpesfaltirtsboooe. brvpeo, kocal fARicks fOOESC [Edk ProfileDig, aspod actione=add

&y altiris

Configure Intel® AMT Setup & Configuration Service Profile

[ General | Network | TLS [ acL [Power Policy |

Configure the Profile Power Policy

Inkal® AMT s ON in the following host sleep states:
|]nte:‘3, AMT iz always ON (S0-55)

Idle Bmacut:
0 minutes

oK I Cancel I

4

kgl skrishos_trepro b s Altris IOOBSCEdt ProfleDly, sspi T actionmadd €8 Inkernat

JO000 i%&#F“Step 5.Generate Security Keys” (8 5. £ L 2%4H])

1=
5

.
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5F A Z)akiis Conscle 6.5 I | T - E) - - epage - i Took -
<1 altiris console ttirinbio Erépen. Toca! « TRYSROADmINiEtator ' :

Home View Hanage Tools Reports Configure Help >

|5 Bk Yaks |

= B Dut of Band Managament
® B3 alert Standard Forsat Gattrg Starbed Manage Profiles
@ [ Colechorns
® 01 Configraton
E B Intel® AMT Gatong Started
B [ Section 1. Provisianing
& ] Bese Pronesioning (vithout TLS)
@ Sten 1. Configure B
& Step I Descover Copsbilves
B Sten 3. view Intel T AMT Cagabie Comouters
4T Sten 2 Create Profle
@] S 5. Generabe Sacuity Keye
] Step B Configure Automabc Profie dsagnments
@] Step 7. Monitor Frovsionng Process
] 5wep B, Monitor Frofle Assigrments
# ) Erwbis Sasity (TLS)
M ) Secton 2. Iriel @ AMT Tasks
# [ Reports
B O Tesks

il‘:'r'..'fl|ll||:| |F"r1|1|||: Marme |IZI|:'-r||:-':i .H‘lr'.:l:npr.lun

3 detault_3 i} Dedaull profile

Favorites by = i

s cwEl 1ol ol

2 (& My Favontes Fager 1 ofl Rows par page: [40 =]
B Altris Congole Home

o T T o Gnteme AT

1000 87K sMER EFR“Export Security Keys to USB Key” (K485 USB %4]) -




¥ Altiris © = vers Internet Esiplorer — _.iﬂ_il
G::--; - [:; itk | tiris bt brvpes bocalfifkiris CorsobsDef sl sepe o ord obGuidm 3 saBbaT- 250b-42 ad-8 lﬂ-ﬁ-ﬁe’ﬁm?ﬂmm-lﬁ bt 2 i ® Sesrch 2o
J — - e
SF S0 %) akins Console 6.5 I 2 - B - - ik paoe - K Took -

altiris console :
Heme View HManage Tools Reports Configure  Help >

i AR AR |

= B Dut of Band Managament
i ;l Abert Siandacd Format Gettng Starled Managa Sacu I‘it'jl' KE',FE
@ ] Colecbors
®E 1 Configraton
E B Intel® AMT Gatong Started
5 [ Section 1. Provisining
= [0 Basic Provisioning {without TLS)
@ Step 1 Confgure BrS
&% Step 2. Descover Capabines
01 Saen 3. Ve Intel T AT Cagabie Computers
4T Swp 4, Creste Profe
] Step 5 Genersbs Seomity Kk
] Step 8. Configure Automabc Profie Assgnments |
@] Step 7. Monitor Frovisionng Process
2] Siep &, Monitor Frofie Assigeents
# [ Erinie Sesuity (TLS)
® ] Section 2. Invtel f AMT Tasks
# ] Reports
B ] Tesks

N\ |

Favorites =

= (& My Favoribes || T Filtasr &y BOD: ™ Filtar by PS5

B Altris Congole Home

Done T T T T @ nteme [Riors = 2

JO000 i “Generate keys before export” (SHEIEM ) HkiEd.

Export Security Keys to USB Key Oy altiris

£ Only selected
™ Generate keys before export:

Gestieeraile: S u:ri‘l'lf- Kiryr

rumber: of sEGUTIRY KEys-00 geEnerate: |5|:|

Factory Defanlt Intel® Management Engne Password

[Ntz Iadmin

New Intel® Management Engine Password

e e e L e e - S e e s s
Crliedl | walopded s P88 key or-tymed dnmenusihy i pte th prage ;

=Bt

Iritel(F s Password: peliza

ELIEET

Export Result
To eraaie and downlond USE ey B

thzk Download USE bay e, Pl e

Avadable: Mo data exportad yet I Generate | Clase |

raf pamisgure aatbmags and dick Genaraie lile, and than

losdad e ba the LISE Starage Daviow.

it ffakirishone.trvpr Jo sl Albris (OOBEC SecLrityMER: SebtingsPage aspot |G Tnbernat |

I




1000 AR ESIECE (B THRBICE T EIEHE) « BOAMEA 50.

ga’-lﬁrlh Comsale -- W\"h".ul_]lr I:I|.¢|||j|]

£ Ointy. selected

* Ganerate keys before export:

Generate Security Keys
Mumber of security keys to generate: |50

Factory Default Inteki Management Engine Password
Intel® ME Password: |au:|n1|n

HNew Intel® Management Engine Password
This pessenrd i eithers uploaced Fom WEE key or wped in manually to the Mamagemant

Engine BIOE ExERngsoh Brda

IntelF ME Password: [peli1zan
Export Result
Tocrawbe #nd downlosd USE ey N Rt confbgurd aettings sod dick Genarets fila. and than
thel Dodnlsad USE kay e, Plecs donnlaaded MDe b ihi USE Siarage Do
Avadable: Mo data exported yet Generate |  Close |
i brishon. b vpeo. o s At O0BSC Sec i yMER  SettngsPags. &5 (g Internet =

J0O000 Intel ME BHAZRS A admin®. AMIEECE R Intel ME %575,

:J’.lﬁrlh Consale - Webpage Dialog

£ Onty. selected

* [Generate keys before export:

Generate Security Keys
Wurmber of security keys to generate: |50

Factory Default Intek® Management Engine Password
Intel® ME Password: Iau:lrur-

HNew Intel® Management Engine Password

plosded frotn LS8 key or eped in manually intg the MEnggemant

Engin o L

Intel@ ME Password: [oel1za

Export
To rawts and downlosd USE key We. ot cosfigure astbings and dick Ganarets Nila. and than
=k Coanload USE key e Plcts domnizaded fSe ta the LSE Slaregs Dedoe
Avadable: Mo data sxported yet Generate | Close |
w.rpﬁmm.mmm&ommwm.migﬂ Irkernst ] &

1000 $if“Generate” (4:%) - —BEAIEES, NSTE“Generate” (A1) HH M HIL— 4k



) Altir ole -~ Wiehpage Dialog .

B | hichpe ) Fadeirisbaoe  brvpeno, bocal AR s CHOESC T SanurityME B St ingsF age. aspo T selacbad=aopmcport i

Export Security Keys to USB Key : y alti

Export keys
|
7 Onty selected

0

* [Generate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: |admin

Hew Intel® Management Engine Password

This passwacd ix sither upfaaded from WUSE key or tvped in manually inte the Mansgemant

Engine BIOE EXtanEson srees

Intel® ME Password: [z

Export Result
To eraate and downlond USE bay e, Fest canfegure satnmas and dick Ganarate lile, and than
thizk Cowiloas USE kay Fe: Placs desnlosdss Tfe bx the ISE Stoings Davice
Avadable: Mo data exported yet [ Generate | Close |
btgr lakrisbortrvpro b sl Atrs OCESE fSeorkyMER < SattingsF age. 2z’ g Internet =

1000 K EASHKAH USB B AR EMR 5 47 A7 USB 1E .

JO0O0O #idi“Download USB key file” (F#k USB #43CHF) #4 % setup.bin U FHZE USB 1745, BRIARNL TR B 3hiRG] USB i
%% B RATE USB 145

Eq & WRVEHEHEHES, WED setup.bin SUHRTE] USB 421, LAt HERHL.

Export Security Keys to USB Key :l' altiris

Export keys
Can
oty selectec

=}

= |Generate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |50

Factory Delault Intel® Management Engine Password
Intel® ME Password: |admin

Hew Intel® Management Engine Password

This pesreard s ither upfoaded from W58 key or tvped in manually inte the Manegemant

Enging BIOE ENbarason Brraes

Intel® ME Password: [Nz

Export Result
Available: SRARIR e N Generate |  Close |

m;nmm.mmmmwmw.m:ﬁ Inkernet | &




OO0 #“File Download” (U F#) WHEHEF ¥ “Save” (fR1F) -

FicDownload
:umnﬁhmlﬁhﬂmwﬁlﬂ;mnmw“
T

Mams: sstup,bin
Tups: Unbncwen File Typs, 25,566
From:  altirishec, brvpro, local

Bd || see |Gl ]

\wihder fhes: From the Inberred can be urelul, zome fls: can potertialy
@ haem youn comprter IF pou do not st the scuece, do not find a
peopgiam bo apen this s o save this e \What's the rig?

000 iiF“Save in:” (fRfFNVE: ) 2FEHEIA USB i&. HEi“Save” (fRF) o

\ 21
Saveine [ <o Remorable Disk [E:) [N e s i
My Decumeands
T-T
-“.
iy Compebes
S
- -
My Metwaork Fie narme: m ﬂ |L
i Savesafype | b Document =l Cancel J;

OO0 f£“Download complete” (F#5ER) AMiHEHEF B E“Close” (kM)
Downdoad complete ] P
4 AT

sibusp, ks Frees altivishao, brvgein Jescal

Dowenloaded: Z5.5¢En | gec
Dovenload bo E:fzetup.bin
Transfer rate: 25 BB S

I™ [Chose this diaog b when dovmiand conplstes
Open | Openfoider | [ Close |

LR (] AESK B A T IR B & 7 A B setup.bin 3.




L =101 %

Ty

Fil= [Edt “ew Fgvortes Took Help i
] - 25 search Folders | (G-
Agdrass [~ £ El=
M= sae | Type | Diate Pacedified | tpribustes |
File and Folder Tasks ¥ Sl setup.bin H6 KB BN Fle EET2007 LIn12AM A
Other Places =
Details &®

Removahle Disk (E:)
Removsbls Disk

Fila Sysbesm: FAT

JOOO XMP“Export Security Keys to USB Key” (L2%HSH N USB %47) FIKSha VR A E 1, IR ZE Altiris
Console” (Altiris #=H8)

1000 % usB a2 HENET, A USB & FF T HENL. Hif 2 HIiRRIH USB #t4g, R
“Continue with Auto Provisioning (Y/N" (4ZfTHZITARE (& 1))
% <y=> 4.

Intel(R) Hanagement Engine BIOS Extension
Copyright(C) Z883-8Y Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y¥/N)

“Press any key to continue with system boot...” ({EEE%SREG]S. . .)



Intel(R) Hanagement Engine BIOS Extension
Copyright(C) ZBB3-BY Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Hanagement Engine BIOS Extension
Copyright(C) £B83-B7 Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...
ME-BIDS Sync - Successful

1000 SERe, KRR R B 5545 -

1000 #%#F“Step 6.Configure Automatic Profile Assignments” (3 6. B8 B3 E 1) -
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